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1. WHO WE ARE AND OUR COMMITMENT TO YOU

1.1. At Cornerstone Insurance Plc your privacy and the security of your personal data are of
utmost importance to us. We handle your personal data responsibly and in accordance with
the Nigeria Data Protection Act 2023 and other applicable data protection regulations.

1.2. We believe in being transparent about how we collect, use, and protect your information.
This Privacy Notice explains your rights and-how we safeguard your frust.

2. OUR PRIVACY PRINCIPLES s
2.1. We are committed to protecting your privacy through the following principles:

a.

b.

We only collect, process, and store your personal information with your permission or
when legally required to do so.

We clearly disclose the specific purpose for which we collect and use your personal
information.

We maintain records of your personal information and the purposes for which we
collect it.

We will not use your personal information for any purpose other than what we disclosed
to you, unless you give us your express consent or we are permitted by law.

3. INFORMATION WE COLLECT

3.1. We collect only the personal and sensitive data required to deliver insurance and financial
services to you. This may include:

b.
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Identification and Contact Details: Name, date of birth, gender, phone number, email
address, residential address, and government-issued IDs (e.g., NIN, passport, BVN).
Financial and Payment Information: Bank account details, transaction records,
premium/payment history, and tokenized card information(where required).
Employment and Policy Information: Employer details, job role, salary (where
relevant), insurance policy records, claims history, beneficiaries, and next-of-kin
information. :

Sensitive and Product-Specific Data: Health/medical information (with your explicit
consent), marital/dependent information, vehicle or property details for relevant
insurance products.

Technical and Access Data: Information collected when you use our website, mobile
app, or digital channels, including device identifiers, IP address, browser type,
operating system, cookies, app usage logs, and location. We may also receive data
from third parties to verify your identity, enable payments, or associate devices and
accounts across services.

Other Information: We may also collect any other personal data you voluntarily
provide during business interactions.

Automatic Data Collection: Our servers automatically log data sent by your browser
when you visit our website or use our mobile application.
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4. WHY WE PROCESS YOUR DATA
4.1. We process your personal data under the following lawful bases:

a. Consent: You have given consent to the processing of your personal data for one or
more specific purposes.

b. Contractual Necessity: Processing is necessary to perform a contract with you (e.g.,
your insurance policy) or to take steps at your request before entering a contract.

c. Legal Obligation: Processing is necessary to comply with legal obligations (e.g.,
regulatory reporting, Know Your Customer requirements).

d. Vital Interests: Processing is necessary to protect your vital interests or those of
another person. :

e. Public Interest: Processing is necessary for tasks carried out in the public interest or
in the exercise of official public mandate.

f. Legitimate Interests: Processing is necessary for our legitimate business interests,
except where your interests or fundamental rights override those interests.

5. HOW WE USE YOUR INFORMATION

5.1. Service Delivery: \We use your data to authenticate you, authorize access to our services,
and provide you with insurance products and services.

5.2. Communication: We use your personal data to send you service-related
communications such as system availability notifications, security alerts, and platform usage
guidance via email, SMS, phone calls, and push notifications.

5.3. Marketing and Advertising: With your consent, we may use your data to deliver relevant

promotional content, invitations, and targeted advertisements through our platforms or
+ approved third-party partners. You can withdraw your consent at any time by contacting us at

enquiry@cornerstone.com.ng or using the opt-out link in our communications.

5.4. Customer Support: We use your data to investigate, respond to, and resolve your
complaints and service issues.

5.5. Security, Fraud Prevention and Investigations: We use your data for security
monitoring, fraud detection, and incident investigations, including enforcement of internal
policies and regulatory requirements.

6. HOW WE PROTECT YOUR INFORMATION

6.1. We safeguard your personal data through a combination of technical, administrative, and
physical controls, including:

a. Access Controls: Only authorized personnel can access your personal data on a
strict need-to-know basis.

b. Encryption: We protect your data in transit and at rest using standard encryption
methods. Sensitive information such as payment card details is encrypted using
Transport Layer Security (TLS) during transmission and tokenized by accredited
payment partners.

c. Secure Infrastructure: We apply security controls when your personal data is
collected, entered, transmitted, or accessed through our systems and platforms.

d. Authentication Security: Your authentication credentials (e.g., PINs, passwords) are
never visible or accessible to unauthorised staff.
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8.2. While we implement robust controls, no electronic system or online transmission is
completely risk-free. The transmission of information via the Internet or email is not completely
- secure. Although we will do our best to protect your personal data, we cannot guarantee the
security of data while you are transmitting it to our site; any such transmission is at your own
risk.

6.3. if you have security concerns, please contact us at: enquiry@cornerstone.com.ng

7. HOW WE SHARE YOUR INFORMATION

7.1. We do not sell or trade your personal data. However, we may share your information in
the following circumstances:

a. Service Providers and Business Partners: We share information with our
technology and service partners (under strict data processing and confidentiality
agreements) to facilitate your account servicing and to offer insurance products and
services. We use third-party websites and hosting services to run our web pages, some
of which may gather user data to improve your experience. We require all service
providers to keep your information secure and confidential and prohibit them from
using it for any other purpose.

b. Cross-Border Data Transfers: To provide you with our services, your personal
information may be transferred to countries other than your own for processing and
storage. We rely on your consent and use Standard Contractual Clauses (SCCs) in
our agreements with third parties to ensure adequate protection of your personal data
during cross-border transfers.

7.2. Legal Requirements: We may disclose your information when required or permitted by
law, including:

To regulatory authorities where legally required

To prevent and detect fraud or crime

In response to a subpoena, warrant or court order

In response to lawful requests by public authorities, including national security or law

enforcement requirements

e. To protect the rights, property, or personal safety of the public, our custorers, or
Cornerstone Insurance

f. Inlegal proceedings to protect our rights and interests

g. If some or all our assets or operations are transferred to another party as part of a
business sale

h. When you give your consent

2 0oCco

7.3. Non-Marketing Commitment: We do not, and will not, share your information with non-
financial companies for the purpose of allowing them to market their products and services to
youl.

7.5. Aggregated and De-identified Data: We may share non-personal, de-identified, and
aggregated information for research or promotional purposes.
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8. HOW LONG WE KEEP YOUR INFORMATION

8.1. We retain your personal data only for as long as necessary to fulfil the purposes for which
it was collected or as required by law. Typically:

a. We retain your personal data while your policy is in existence or as needed to provide
you with our services. :

b. Policy data is stored for the period necessary to comply with regulatory, legal, and
business obligations.

c. Contact information is retained for marketing and communication purposes until you
opt out. :

d. We may retain your personal data even after you have closed your policy/account if
reasonably necessary to comply with our legal obligations (including law enforcement
requests), meet regulatory requirements, resolve disputes, maintain security, and
prevent fraud.

e. We destroy personal information once there is no longer a legal or business need to
retain it.

9. CHILDREN'S INFORMATION

9.1. We do not provide products or services directly to persons under 18. We only process a
child's personal data when legally permitted, such as when:

a. Aparent or legal guardian gives consent.

b. It is required to fulfil a legal right or obligation (e.g., beneficiary of a policy, trust, or
estate).

c. The law allows the child to act independently (e.g., signing as a witness or opening an
account where legally permitted).

9.2. Parents or legal guardians may request access to the data we hold about their child, ask
us to correct or delete it, or withdraw consent at any time.

9.3. For concerns regarding a child's data, please contact our Data Protection Officer at
enquiry@cornerstone.com.ng.

10. YOUR RIGHTS
10.1. Under the Nigeria Data Protection Act 2023, you have the following rights:

a. Right to Access: Request details of personal data we hold about you. You can access
your personal data by following our data subject request procedures.

b. Right to Rectification: Request correction of inaccurate or incomplete data. You can
update your personal data using the applicable menus in our app.

c. Right to Erasure (Right to be Forgotten): Request deletion of your personal data
under certain conditions.

d. Right to Restriction of Processing: Request that we limit the way we process your
data.

e. Right to Data Portability: Request transfer of your data to another organization.

f. Right to Object: Object to data processing based on legitimate interests, including for
direct marketing purposes.

g. Right to Withdraw Consent: Withdraw consent at any time where processing is
based on consent. You can withdraw consent by  emailing
enquiry@cornerstone.com.ng or using the opt-out link in our communications.

pg. 7 © Information Technology, Cornerstone Insurance Plc. 2026




Cornerstone Insurance Plc.
Privacy Policy

h. Right to be Notified: Be notified of a personal data breach that presents high risk to
you.

i. Right to Complain: Submit a complaint to the Nigeria Data Protection Commission
(NDPC).

11. HOW TO CONTACT US OR RAISE CONCERNS

11.1. If you believe your data privacy rights have been violated or have questions about how
we handle your data, contact our Data Protection Officer at enquiry@cornerstone.com.ng.

11.2. You can exercise your rights at no cost unless a request is excessive or unreasonable,
in which case a reasonable fee may apply. We will inform you before any fee is charged.

11.3. All requests are acknowledged within 48 hours and answered within 30 days, including
fulfilment, extension, or justified refusal.

12. UPDATES TO THIS PRIVACY NOTICE

12.1. We operate in a dynamic business environment, and aspects of our business may
change as we respond to market conditions. This may require our policies to be reviewed and
revised.

12.2. This Privacy Notice is reviewed biennially or when regulatory requirements change. We
will notify you whenever this Notice is amended. The latest version will always be available on
our website.

12.3. Continued use of our website or services after changes means you accept the
revised Privacy Notice.

13. RECRUITMENT PRIVACY NOTICE
13.1. Introduction

This section explains how we handle the personal data of job candidates who apply for
positions at Cornerstone Insurance.

13.2. Information We Collect from Candidates

a. We may collect the following data from candidates who submit CVs physically or on
our website:
i.  Nationality, ID number, contact numbers, date of birth, gender, language, email,
and address
ii.  Placement status, Skype ID
iii. . Education and industry information
iv.  Information about your current employer (including period of work, pay, and
benefits)
v.  Desired salary and benefits, reason for seeking employment, and ability to
relocate
vi.  Data on your race and criminal record to comply with legal obligations and
internal policies relating to diversity and anti-discrimination
b. This information is processed through our internal recruitment system.

13.3. Why We Process Candidate Data

a. We process your personal data based on the following legal grounds:
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i.  Consent: When you submit your CV and application, you consent to us
processing your personal data for recruitment purposes.

ii.  Contractual Necessity: To assess your suitability for employment and
potentially enter an employment contract with you.

iii.  Legitimate Interests: To manage our recruitment process efficiently and
maintain records of candidates.

iv.  Legal Obligation: To comply with employment laws, diversity and anti-
discrimination regulations, and other applicable legal requirements.

13.4. How We Protect Candidate Information

a. We take all reasonable steps to keep your information secure, whether electronically
orin hard copy, and to keep it accurate and up to date. We also require our employees -
and data processors to respect the confidentiality of your personal information.

b. We aim to achieve industry best practice in the security of the personal information we
hold. We destroy personal information once there is no longer a legal or business need
to retain it.

13.5. Your Rights as a Candidate

. a. As acandidate, you have the following rights:
I Right to Access: Request details of personal data we hold about you.
ii.  Right to Rectification: Request correction of inaccurate or incomplete data.
iii.  Right to Erasure: Request deletion of your personal data under certain
conditions.
iv.  Right to Restriction of Processing: Limit the way we process your data.
v.  Right to Data Portability: Request transfer of your data to another organization.
vi.  Right to Object: Object to data processing based on legitimate interests.
vii.  Right to Withdraw Consent: Withdraw consent at any time where processing is
based on consent.
vii.  Right to Complain: Submit a complaint to the NDPC.
b. If you believe your data privacy rights have been violated or have questions about how
- we handle your data, contact our Data Protection Officer at
enquiry@cornerstone.com.ng.

c. When you make a request to exercise any of the rights listed above, we will require
you to provide identification (such as a driver's license or passport) to verify your
identity.

d. In some cases, we may also request an administrative fee to cover the cost of access
fee if your request is excessive, clearly unreasonable, or would impose an undue
burden on us. If we decide to charge a fee, we will notify you before processing your
request, :

e. All requests are acknowledged within 48 hours and answered within 30 days, including
fulfilment, extension, or justified refusal.

13.6. How to Contact Us About Your Candidate Data

For any further inquiries regarding this Privacy Notice, please contact us at
enguiry@cornerstone.com.ng

End of File
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